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[bookmark: _Hlk67054939]Breach of Security
[bookmark: _Hlk67052592][bookmark: _Hlk67051730]After reading the review of the SANS article, I agree that with proper implementation of critical controls, the breach of data at the Office of Personnel Management (OPM) that lead to leakage of personal identification information of about 25.7 million of both current and former employees, could have been avoided. These breaches lead to numerous attacks within the country since criminals had detailed information to their advantage (Bennett, & Hennigan, 2015). Through the implementation and application of strategies provided by The Federal Information Security Management Act (FISMA), which includes; mature risk management program, effective log analysis, and deploying a fully multifactor authentication mechanism, the attack could have been prevented.  Advanced Persistent Threat (APT) has been one of the most known buzz phrases in the security industry. OPM, therefore, blames it, claiming that the attack was beyond their ability to mitigate, which I don't consider to be the case. 
Being a government agency managing 90% of the background investigations for both the clearance-seeking contractors and government employees, the Office of Personnel Management (OPM) could have been a bit careful with their security management. The strategies that I would suggest could have been appropriate are based on the weakness pointed out by the Inspector General, whose report majorly pointed at mismanaged security programs, neglection of scanning, and re-authorization of the system without ensuring the accuracy of the security posture. Since the delayed response mechanism contributed to the breach, the department that handles emergencies should be well equipped with all the necessary resources that they would need in their operations (Gallagher,2015). This will increase effectiveness and quick response to detected emergencies. The personnel with high qualifications in dealing with the monitoring and analysis of audit logs should be increased to meet the high demands of the activities that take place each day, rather than trusting the computer with every operation. They should also do frequent maintenance to the equipment to limit biasness and increase sensitivity when a wired behavior occurs.
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